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To log in to online services such as OpenOlat, BigBlueButton, Seafile, Panopto or OWA (all

services with authentication via Shibboleth), you now need an additional factor for
authentication with these services in addition to your user name and password.

With such a multifactor authentication (MFA), it is no longer possible for strangers to access

all your data if they gain knowledge of your password.

Authentication methods

Five authentication methods are currently supported:

HOTP: One-time password without time limit

This method generates a code that does not change automatically. If the code has been
used once, a new code must be generated.

An authenticator app is required for this method!

TOTP: One-time password with time limit

This method generates a code that changes every 30 or 60 seconds. The current code
must always be used to log in.

An authenticator app is required for this method!

PPR: TAN list with index
This method generates an indexed TAN list. Each TAN is assigned a sequential
number. To log in, the TAN with the matching number must be entered.

TAN-Liste (ohne Index)
This method generates a TAN list. Any TAN from the list can be entered to log in. Such
a TAN can only be used once and must then be crossed out in the list.

YubiKey

This method uses a hardware USB key. To log in, press a button on the YubiKey, which
is plugged into a free USB port on your device.

Special hardware is required for this method!
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Recommendations
=  We recommend using several of these authentication methods in parallel if one
method is not available or does not work. For example, a printed TAN list or the
YubiKey on your key ring is a good alternative if your smartphone is not at hand or is

not charged.

=  We recommend printing out TAN lists and not saving them on the device.

Authenticator apps

An authenticator app is required for the HOTP and TOTP methods. There is a whole range of
such apps and the multi-factor authentication we use should work with most of them.

Below we have put together a selection of popular authenticator apps that we have tried
ourselves and that are available for both Android and iOS devices.

= privacylDEA Authenticator
The authenticator app from the manufacturer of our MFA procedure.
o Google Play Store

o Apple App Store

= Google Authenticator
o Google Play Store

o Apple App Store

=  Microsoft Authenticator
o Google Play Store

o Apple App Store

=  Twilio Authy
Also available as a desktop app for Windows, Mac and Linux. Registration with
telephone number and e-mail address is required.
o Google Play Store

o Apple App Store
o Desktop-App

= Cisco Duo Mobile

o Google Play Store

o Apple App Store

=  FreeOTP
o Google Play Store

o Apple App Store
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https://play.google.com/store/apps/details?id=it.netknights.piauthenticator&hl=de
https://apps.apple.com/de/app/privacyidea-authenticator/id1445401301
https://play.google.com/store/apps/details?id=com.google.android.apps.authenticator2&hl=de
https://apps.apple.com/de/app/google-authenticator/id388497605
https://play.google.com/store/apps/details?id=com.azure.authenticator&hl=de
https://apps.apple.com/de/app/microsoft-authenticator/id983156458
https://play.google.com/store/apps/details?id=com.authy.authy
https://apps.apple.com/us/app/twilio-authy/id494168017
https://authy.com/download/
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=de
https://apps.apple.com/de/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=org.fedorahosted.freeotp
https://apps.apple.com/de/app/freeotp-authenticator/id872559395

Set up YubiKey

The YubiKey is a security token from the company yubico, which issues an event-based one-
time password. Shibboleth currently only supports these hardware keys, but other well-
known brands such as Nitrokey may also be supported in the future.

The YubiKey is available in various versions with a different range of functions. You can find
out more at https://www.yubico.com/products.

Configuration
1. Download and install the YubiKey Manager for your operating system from
https://www.yubico.com/support/download/yubikey-manager.

After starting the programme, you may be asked to insert the YubiKey into a free USB
port on your device.

© YubiKey Manager = [m] X

® Help @ About

Insert your YubiKey
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https://www.yubico.com/products
https://www.yubico.com/support/download/yubikey-manager

2. Click on ,Applications” > ,O0TP*in the YubiKey Manager.

@ YubiKey Manager = (m] X

Home [ Applications || Interfaces

OTP

YubiKey 5 NF .

' Firmware: 5.4.3
. Serial:

@ Help @ About

IDO2

PIV

©
%

3. Ifyou have a YubiKey with several slots, click on ,,Configure“at an unused slot or delete
a configuration first with the ,Delete” button.
These YubiKeys distinguish between a short and a long press of the button and can
therefore be used for two different applications.

© YubiKey Manager = (m] X |

YubiKey 5 NFC ( | ® Help @® About

| ) Home Applications Interfaces

oTP

Short Touch (Slot 1) ‘ Long Touch (Slot 2)

This slot is empt

B Delete 9\ Configure ‘ H Delete %\ Configure

< Back
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4. Select ,Yubico OTP*“and click on ,,Next”.

| & YubiKey Manager = a X

YubiKey 5 NFC ( ) ® Help ® About

y u b ICO Home Applications Interfaces

Select Credential Type

P / Short Touch (Slot 1)

® Yubico OTP O Challenge-response

O staticpassword () OATH-HOTP

5. Tick the ,Use serial“box and click on both ,,Generate” buttons.

Make a note of or copy the 32-digit ,Secret key” before you close the window with
»Finish” or leave the window open until you have set up multi-factor authentication.

| ® Vubikey Manager - o x |

YubiKey 5 NFC ( ) ® Help ® About

y u b ICO Home Applications Interfaces

Yubico OTP

fome / OTP / Short Touch (S / Yubico OTP

Public ID Use serial
Private ID a— Generate

Secretkey — .

< Back [ upload
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Set up multifactor authentication
1. Go to https://otp.hs-kl.de and log in with your HSKL login. This page is only accessible

from the university network or via VPN connection!

2. Click on , Token ausrollen®.

© privacylDEA Authentication Sy X + 1

C @ Q hs-kl.de,

‘ =
6 O Token &L Benuzer  Q Audit 2 Aktualisieren | lagl

£ Alle Token Tokenanzahl: 0

Seriennummere | Y Type Y aktive Beschreibunge Y Fehlerzahlere Rollout Statuse Y

@ Token ausrollen

+ Token zuweisen

© Hilfe zu Token

3. Select an authentication method (see section ‘Authentication methods’). A short
description is displayed below for each method.

iE Alle Token

Neuen Token ausrollen
@ Token ausrolien e
HOTP: Ereignisbasiertes Einmalpasswort v
+ Token zuweisen HOTP: Ereignisbasiertes Einmalpasswort

PPR: One Time Passwords printed on a sheet of paper.
TAN: TANs printed on a sheet of paper.
TOTP: Zeitbasiertes Einmalpasswort

) -
© Hilfe zu Tokentypen Yubikey AES Mode: Einmalpasswort mit dem Yubikey.

4. If necessary, adjust the settings and enter a short description of the token at
~,Beschreibung” to differentiate between the various methods. In most cases, the
default settings can/should be retained.

When using time-based one-time passwords (TOTP), the time step (,Zeitschritt’) must
be set to 30 seconds for the apps from Google, Microsoft, Cisco and Twilio.

When using a YubiKey, you must enter the ,Secret key“ (see section ‘Set up YubiKey’)
in the ,OTP-Schliissel” field.
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https://otp.hs-kl.de/

= Alle Token

@ Token ausrolien

=+ Token zuweisen

@ Hilfe zu Tokentypen

= Alle Token

@ Token ausrollen

+ Token zuweisen

© Hilfe zu Tokentypen

Neuen Token ausrollen

TOTP: Zeitbasiertes Einmalpasswort v

Der TOTP-Token ist ein zeit-basierter Token. Diesen kénnen Sie in Inre Smartphone-App (z B. dem privacylDEA-Authenticator)
importieren, indem Sie den QR-Code scannen. Beachten Sie, dass andere Authenticator-Apps moglicherweise nicht alle

Parameter unterstitzen
Tokendaten a
OTP-Schliissel auf dem Server erzeugen

Der Server erzeugt den geheimen Schiiissel und es wird ein QR-Code angezeigt, den Sie mit einer Smartphone-App scannen
konnen

OTP-Lange

6 v
Einige Authenticator-Apps unterstiitzen lediglich OTPs der Lange 6
Zeitschritt

30 v
seconds.
Beschreibung

‘ App| ‘

Token ausrollen

Neuen Token ausrollen

Yubikey AES Mode: Einmalpasswort mit dem Yubikey. v

Der Yubikey ist ein USB-Gerat, das ein ereignisbasiertes Einmalpasswort ausgibt. Dazu wird es als Tastatur erkannt. Sie konnen den Yubikey mit
Personalisierungstools von Yubico initialisieren. Der geheime Schiiissel in Hex und die gesamte Lange des OTP-Wertes werden hier benotigt. Yubikesy. die mit
der Yubicloud kompatibe! sind, geben eine Gesamtiange von 44 Zeichen (12 Zeichen UID und 32 Zeichen OTP) aus. Wenn ein Yubikey fir den Yubicloud
Service programmiert wird, dann muss die "Public Identity” 6 Bytes sein, was in der UID 12 Zeichen entspricht. Die gesamte OTP Lange des Yubikeys wird
automatisch bestimmt, wenn Sie einen OTP-Wert in das Testfeld eingeben

Tokendaten
Yubikey testen

Driicken Sie hier den Knopf auf dem Yubikey o

OTP-Schiussel

OTP-Lange |44 ©

Beschreibung

YubiKey

Token ausrolien

5. Click on ,Token ausrollen®. Depending on the method selected, the setup is complete
or you will be shown a QR code that you need to scan with your authenticator app or
a TAN list (,OTP-Werte*) that you can now print out.

Important: In all cases, this display cannot be called up again for security reasons. You
must therefore scan the QR code directly or print out the list directly! Otherwise, you
must roll out a new token and delete the old token if necessary.
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= Alle Token

@ Token ausrolien

=+ Token zuweisen

@ Hilfe zu Tokentypen

= Alle Token

@ Token ausrolien

+ Token zuweisen

© Hilfe zu Tokentypen

OTP-Werte

2 OTP-Liste drucken

Neuen Token ausrollen

Der Token mit der Seriennummer TOTP

Neuen Token ausrollen

Der Token mit der Seriennummer PITNI

wurde erfolgreich ausgerolit

Klicken Sie hier oder scannen Sie den QR-Code, um den
Token in Ihrer Smartphone-App hinzuzufiigen

Der QR-Code enthalt den geheimen Schitssel fir Ihren
Token. Diesen mussen Sie schitzen. Wenn jemand
anderes diesen QR-Code gesehen haben konnte,
erzeugen Sie den QR-Code bitte neu, wenn kein
anderer zusieht.

Neuen Token ausrollen

wurde erfolgreich ausgerolit.

Neuen Token ausrolien

6. Under ,Alle Token” you will find the tokens you have created so far and can view the
parameters for each token, reset the error counter, test the token or deactivate or

reactivate it.

&= Alle Token

(& Token ausrollen

+ Token zuweisen

@ Hilfe zu Token

Multifactor authentication (MFA)

Tokenanzahl: 2

Seriennummere

PITN

TOTP

b ¢

Type
tan

totp

Y

aktive Beschreibunge b Fehlerzahlere Rollout Statuse
[ aktiv | TAN-Liste [ o]
=3 App o

Y
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Use multifactor authentication
After setting up your MFA tokens, you will first be asked for your user name and HSKL
password and then for the second factor, the code of one of your tokens, each time you log in
to Shibboleth (e.g. OpenOlat, BigBlueButton, Seafile, Panopto or OWA). If you have set up
several tokens, it does not matter which code you use.

When using the YubiKey, the code is automatically inserted into the field by pressing the [Y]
button button on the key. For all other methods, you must enter the code yourself.

P
=~
N\ Hochschule
Kaiserslautern
° University of
/s Applied Sciences
Anmelden bei OpenOlat

Benutzername

O Anmeldung nicht speichern

O pie zu iibermittelnden
Informationen anzeigen, damit ich
die Weitergabe gegebenenfalls
ablehnen kann.

Multifactor authentication (MFA)

//—\
N\ Hochschule
Kaiserslautern
(*) University of
/7 Applied Sciences

Anmelden bei Landesnetz Rheinland-Pfalz

Ungversititen und Hochschulen vor

Rheinland-Pfalz

Das Landesnetz Rheinland-Pfalz stellt verschiedene Dienste Zentral fiir die Universitaten und
Hochschulen von Rheinland-Pfalz bereit.

Bitte das Ei I t fiir einen der folgenden Token ei

tan - PITNO015C98D - TAN-Liste
totp - TOTPO022A759 - App

123454 e

Uberpriifen

Starte Tokenverfahren neu

® Passwort vergessen?

® Hilfe benatigt?
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